0565370Mm37 3odm333900 s Jom§a3900 06xz3MMASE0YM @ L3M3Y603sgom &aJbmmmangxddo - d300do 6-7 MEGMAdyMo 2025

sboeno Tweakable d¢gom3mMo seam®omdo
93560 xMEsgody?, BDed JmBersdg?, 065006 Js0dsm®o!

1B5gdommM39wmb (94603960 Mmbogzgdlodgdo
203969 x935b08300b Lobgarmdol MdOEIOLOL Lobgwdfogm MboggMbodgEo

julakidzelevan08@gtu.ge, zurab.kochladze@tsu.ge, t.kaishauri@gtu.ge

M9bowmdg

056599060Mm39 3003GHMAM5305 FoMdmMoygbl J3537mbgl 330G gOLs s bo3mawmbo-
35300 MLOROMBMYdL ImGOL. ol 9i3mdbgds oligo Fomgds@03® (369093l HMYMOOES: MOEb3mMS
09ME0, SWBSMNMOOL MYMM0, M350 (93MMs 5CRJOMS S 5.9. BsdMMIdo HoMmBmoygbowo s
50 9Mm00s sbosewo LodgEMmOEO SEIYMOOMIOL 53900l MOOYObICMEMO FgmmEo. 53 Igommol
doLOMIdSE 35390 0dbs TgLsdsdoLO  sloeny, olgmO  MHMYMEMGOOESs:  LOTYEHOOMWO
3603GHMbobEYds s tweakable derm3mOO JogMYdO. MBsTYIOOMZg 3O03EHMYMR05d0 LTYE-
6000 dEM39M0 F0xMHYO0, HMIXIOOE 539dI0S 3EB0ZMNMO 3M03EHMYMIR00L 3G0B(30390DY),
39933w9gbo 560056 oy sMbTo oo  JmEEemdol  3MbxRoIbE0sMMO  0bxm®Asigool
2390539908 EOML. 53539 ©OML Fom» 09I6sE OO TYodEGdEMDdJIO  Qo5BboSM, MMI
d9L5dEgdg0s B0 5dMY)b9gds Lb3oOLBZS 3M03BHMYMOBOMEO 30BLEGHMYIF309dOL SBoRYOSWS(3.
50 90gm9d0lL doM0MOEO bogwos dsmo ©YEIMI0boMGdMEMds. LmMgE 53 6530l 2sdml-
900l doBbom, EL 339 SOLYIMOL .. tweakable dgrm3mOO JoBM9dO. gl 0TSO YGdS
0o6M0Mop9bL 3sb59900M™M3g 3M03GHMPMSBOOL JO0-9gMHm Y39eoDY 9B J0ToMmMMEgdsls. 396l
6596mddo gobbomos sbigmo o@mol 53980l 3GMdYds 300l sSEAMGHOMAOL Jsdmygbgdoom.
HMaMO3 360005, 3000l 5EAMMH0mMI0 [FoMmTMmogbl 9Mm-gmHm Lyvyzgmalic JgmmEL OG-
Boob dobswf9g350. 65dOMIT0 oMM Y)MHMIds 93939 300l 5¢EMOOMTOL MJoE0DoGOS
0lg, ®M3 5¢aMmMomMI0 0yml LHGSR0, Mg FoMdmaygbl LodgEMOEO SEAMMOMTJOOL 5¢)(30-
909 M30L905L.

153356dm  LoByzgdo: 3M03EGHMYMx0s, dm3MMo Joxgmo, InEOoRoE0MIdMEo  3owob
QMmO J0.

1. 8gbsgsgmo
OMamO3 36Mm000s, 0dob godm, MM o AoLOLgd0s60 FoRMYdoL LoBJsMg dos0sb sdswoy,
06830635300l 3068300096305 MHMBOL L3939 FOMOMIIE  PodM0Ygbgds LodgGHorwo
OPMIMMO  5EAMM0mTGO0. dM3NHO Fogmgdo Bmax IO sOLYdOMs® ASBLLZE3WYdS JPTs-
69006 OMaMO 3 5OJoBgdBHO0m, 1939 FodMYgbadMmwo M3gMH309d00 s bJoMs Mowb-
900l M5mMg6mdgdol dobgz0msE, o®msd dscmo ddsmdol F9ga0 Ym3gem3zol JMmO @
090395. I L®AoL doEMMO LEGHMOJMbo, OHMAEOL BEGHMMIEBHWEMSE PobLEDBYIOMW0s VoS BH9JuGHom,
k Log™dob 25L50gdoL godmygbgdom, GmAgeroa sBg3g Po®IMoagbl k Log®mdol do@wmE LGMoJmbL
Q5 390339990 M3gM530900L 58tmyggbgdom, IM535XRJMSPO 0FJM300L 98Iy 39Ol 0lg3
n boa®dol BLY3MIGINb3g300 BOGHWE LEBHMOJMbTo. BoJGMBM035, F509doE03MMs© bydol-
90960 dem329H0 JogMo dgodwrgds HoMmm300H0bmm GMAMEME M 33w DY ITMI0EIOMEO
BbJg0s
E:{0,1} x {0,1}—> {0,1}~ (1)

boog {0,1} 500b0dbsgl 1 Log®Mdol do@M® LEGHMOoJmbL. k- s n-bl 360369 Mdgd0 30

5930009005 ©SF0R3MHOL 3M63M9BH sSEaMmMHOmMIDY.

451



Modern Challenges and Achievements in Information and Communication Technologies - Batumi 6-7 October 2025

3M5dBH03Mws©, ®ommgo Boduodgdywo K € {0,1F-030L ©sdoxnz®ol  1wbdisos
om0l goobo3gagdsl {0,1}17-%Bg. GmamOE 30300, 3. 896mbds mog0L BbsdgbEw®
6590830  5B396s, MMT  sOLYDIMBIL  SLYO  GHO30L  JOMOPIONO  MJMOOIES®  FOoYBHIHI30
LbodgBHmomo Jogmo (9HNXIMS0 dwm3bmEo), OHMIol FoMds@gdmwo gmbigombotg-
00LM30L 5E30WYdIE0s F9IEIR0 306MHMBYGOOL TgimIegds: golvmgdol boa®mdg Mbs ogmb wos
A9JbGHolL Log®mdol Gmero, AoLoMgdo by §oMmBMoIbEgl BdLMEMEMMI© Tgdmbzgzom
00000930 o 2oLMId0 MBS A5dM309gbmm Tbmerm gHmbge (sd0EHMAI MHimegl 53 Jogml
900X IO 3™36MmE0). 3bs0s, HMA sbgmo FoBMOL 45dmyghgds Ym39EXEOOO 3ModE035d0
doe0sb IMMbg@bgdgwos. Y4z9ws ©sbsdbgbo Lodg@Mmowo seam®omdo 30 dgodwrgds ogml
AbMEWME 498MM3WOEI© FJIR0 3M03EGMbs0BMMO F93H93900L J0docMmm, Mo3 035l 60odbsgl,
Omd vy dmfobsomdgygl  3oohbos gdmmlabmazMogo  glodargdermdgdo, dsl  gmgzgarm3zol
3999905 35Egbmb sbgomo dogMgdo [1].

052650 365d3H035d0 B396 96 2330935 Fm{jobssdgyg d9dmMLsB3®ms30 Fglsdegdanm-
0900m, 530FGHMI SEMOHOMIOL MLOFOHDHMYOOL oAIBOL MZoelsBMOLom 60369 mzs600
3030Mm3Mmm M5mEIbMdM030 MbsBsMEMOYd0  3M03EHMBso@03mbol  Tgbodergdemdgdls s
dogmol 399amdsl dmMol, Mo Ima3390L Bodwysegdsly MoMmEIbmdM0Z5 F935835bMmm Ldgd)-
60200 JoxMHgOool MLsBODHMYdS 3O03EMIBsoBME@mO T9(393900L d0ds6rI0).

09) 3003GHM365¢0@03mbML Jobsbos Qsdmmzaml 4olomgdo, 35806 derm3memo Foxgmgdols
MBOBOHPHMYOOL SBserobo 8g0degds hsdMm3oyseodmm d9dgao sdmasbol Losboom: dmEgdweos
5009336006 3mbJgos Ex(M) = C, bssg K € {0,1} 560l m3bmdo golomgdo. 53 O™
3603@Mb50G03mboLsmM30L  (36MdOW0s Fglsligergro s Asdmbsligargeo 8603369 mdgdol
5009 q ©5m©YbmdOL yz0gdo (M1, Ci),...(Mg, Cq) @5 0b 30 ML 253MZ5¢ML 25L509gd0.

50 9gdmbgg35d0 dem3MMO Jogmo 046905 MLsRGMbM, vy Lv3909Lbm 89393, OMIYEOE3
3999905 49bsbmM309@ml dmfobsswdgagd dmombmgl oligmo OO MHom@gbmdol q fyz0wgdl
36/ 299mm3ol 0l OE t OML, Mo3 509053905 3M03EHMbI0G03MbOL Tgbodergdg-
@MdYBL. gl SMOL MBOBOPOHMYDS Folid®gdol 2odmmM3eol J0TsMm” s 0DBMIGdS MoMmEYbMdMmOZ5
q ©> t 3565993HM9g00L L3S gdO.

005 G9JuBob  LAHOMIGHMOOL LTS  Y39esDY 9BIJBHMM0S MO0  QOMsJIboL -
900m®ys6330L (confusion) s @oxwmbool (diffusion) godmygbgds. J0dmis6EGH3Is sGOL Qo0sJdbs,
HIol Jobobos sdseml 353060 2oLoMadLs s JoBOHMEJJLEBHL FmEol, bmwm ogMbool

30B5605 gobsml JogmmEgduEol mommgreo Loddmerm EsdM30EIOE0 V0 B9JuEHOL Yzgars
LoFdMEMDBY, M3 93399l LETSEIGOSL 3ToM™ POS BHIYJLGHOL LEHMIBHMES. MOYBsE
LodgBHOOM SERMMHOMIGOTo T9MmIEgdYE0s 35dMZ30Ygbmm M0N0 JomgdoB03rIM0 J5Msdd-
6900 (gl 99306093l SeEMOOMToL LHMSRJI)YdL), 58 JoBbgdol ToLomfiggs ™sbsdgdmag
LodgBHOOM 3M03GHMYMR05T0  250M0Ygbgds Bbs(33YdOL S A9IBSE3EGOOL M3YMS(30900
965350 X IO 0FJMS309d00.

M3 MEM0o JogM9gdol 3M03GHMIYIEMdsDY sMLYd0m BYYs3wgbsl sbgbl ol Bod@os, MHma
05300 0169d0m B M3MHO FoRMYd0 ©YBHIMIOBoMIOMEo LobEHYTs, 5649 OO s 0x039 VO
A9JbGHo 9H®MO s 0039 FOBOMIOOL LoOEGOOm YMm3gEmM30L F9OEOL GOHMLs s 03539
30x3OME9Ju3HT0, O3 Ao0sb MOE30OL 3O03GHMIBIWOEH03MBL FoTMOL goGgbasl.

50 6530l ©sdewg3sl 3000eMdg6 ©sFoB3MOL MY0dgdol (doGomss CBC s CTR
695099000L) 259mygbgdom, MMIgddos godmoygbhgds 0bo0soBs300l 39JGMEO, M3 Lodws-

@905l 2353¢93L gMMO S 03039 V05 GJJuBHO IO O 03039 ABOIMIIOD QoMO3]dbs
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Lbg5sLb3zs JoBOMEHIJLEH, FoaEsd 9MHMO 0bOE30OBIE300L 39dEHMOMOL 25dMmYgbgds BAoMm 56
M0b 153d5MOLO oS BHgJuEOL LEGMWIEHMOOL JoMROE EOLBTIWS.

2002 gl g59mgd399bgs 0. grolizmgols, M. Ms039LEOL s ©. 3536gMoL LG, GmIgedos
$90myggbgdmmos 0gs 359M309gbmm 0b0E0s0BIE00L 39JBHMOMO Ms ©STox3zmOL Mgi0ddo,
5659900 300 5EMOH0MTJ0, 535LMSb 565 gPMbg, sLLHYoLTo, MHMYMM 9U bgds sdoxkzmOL
69510990, 565990 ©5dIbX MY, M3b5d>M0 0bEHIMZowgdom 0BHYMS300L Lbgoalbgs 9e39dby.
9L 9m@3399L LTS GASL MBOM 356 3T ™MD 0S BIJuEHOL LEHOIEHIOS ogmmEgduddo.
21O 5ERMOHOMTGOL 533 MM YIS MHimoqL tweakable derm3wGo Joxmgdo [2-5].

59 BEOG05d0 A9BboE0s, B39l BogH gMmO 1Ym0 GHO30L SHIWO SEYMGOMTOL 53900l
d9LodgdEMds. 00 0Ygbgdl 30ol EbMdOEO sEWaMOOMAOL  IMPOBO3ZS30L, OMIgEOoE3
15395 gdsL 23593l doe05b LHMLRs© F935LMHIPM™ OGN DOOO QoModdbs.

2. 30¢ol 3MEOBOE0MYOMO S¢EaMmMH0mT0.

B39b0 30Bsbos 9359mm sboewo tweakable d¢rm3®0 ©IToR3OOL sEyMGOmTo, MHMIgEdos
005 BodbBHoL  LEHOMIGHMOOL  9BIJEHOIE  ELTos®  2odm30ygbgdm  Bggbl  dog®
dm©Ox0E0MGOY 30¢0L sSEamEOHOmAL.

3603GMowamMomnddo bgds 256 d030sbo derm3ol ©sdoxn®mzs 256 do@o0sbo Lomdwm
239LOEYdOm. SEYMOOMIdo dglgerol 9999y ©ILLGOBOO derm3o FoMImoynbgds 4 x 4-bg
353HMoEoL LydMsgdom, MMIJELsg MHMIdgb dEYMTSMGMIOL FoBMOEsL (Bodwes 1), Losg
000MmgMwo aj HoMmdmoabl MmOMdom ds50@L. LTGRO0 MOMdOMO LEModmbo BsofgMgds
953003530 J5ME3Bb0L Fo6rx3603 3MMOBMEESEMES.

an 4dip 413 Ay
Ay1 Qyp GQy3 Ay
az; dzgy a3z A3y
Qg1 Q4 Q43 Qg
x0p.1. Is¢HMo3s M

939w M396M5(305, MMIgErois LEWME YL SEYMOHOMTTo EILYFORO GgduBbBg LOIEEIds 3
953M035D9. 53 BEOEBH05d0 T939b90000 TbMEIME JM0Y MO0V, HMIJEoE MOOMBlgEYMal Vos
A9JbGHoL LEGHOWIGHMOOL IRIJGHIO T35l JogMMEIJuBHT0. Jb M39MSE0S BomMYBoBH03IMS©
3900305 B3(9MMm doe0sb ot 03500:

M x A(mod256)

Loog A oMo gbl oBMoEsl 4 x 4-Bg, GMIWLE 9ME0EYOES© 25Bb0s FgdMHbgdveo
JoBMogs [6-11].

MROm 39BHo  »35bsR0bmgdolsmzol  obgzobowmm Bgz9bo swamGomdol 1-wo  g@s30
IOV Y.

M=

3. B3gbo semammomdo.
3¢m®0mdols 356539¢MYdO:
0m3ol LogMdyg - 256 do@0;
3oLOEgdoL Log®Mdg - 256 do@0;
tweak dgLoligergarol boa®dyg - 256 do@0;
A ©5 B 353603900 - 4 x4 g56%m3ogdosbo.
65mbdo 359mygbgdmmo m3gMsEogdo:
050 g00b Bsbs33wgds Jom0 I EH03W035EMMwo Jd6Mvbgdwgdoo GF(248) 39¢do;

453



Modern Challenges and Achievements in Information and Communication Technologies - Batumi 6-7 October 2025

4 x4 456800900560 FoBHM0E0L 2596531905 Jo@M0E3IBY IM©YIEoo 256;

39L509d0LS s ILEToRMO BHYJuBHOL Fg30r9ds M3gMsioom XOR;

tweak 3609369 md0b s &HgduGHol 9930905 m3geMsizooom XOR.

O0amO3 Bgdno  903608bgm, B396 993gbgdom TbmwmE 9P  Mm39Mo3ol, MMIgEos
06639 gmgL ©os GaJuGHoL LHOYIAHYOL 9BIIOVYO ©sBsEZL FogOMGIJLATO.

530350 8m399e00 335938 oS B9du@o: Sakartvelo means land of the Kartvelians. 300900,
Lsfgol 16 LoddMEML, A5sy39o36 ASCII 3m©do s oMmdm3zs00ygbm 4 x 4 256BMowgdosd A

3530 3:
S a k a r t v e 83 97 107 97
83 | 97 | 107 | 97 | 114 | 116 | 118 | 101 114 116 118 101
1 o |space | m e a n s 108 111 32 109
108 | 111 | 32 | 109 | 101 | 97 | 110 | 115 101 97 110 115

3309.2. Is¢Mogs A
390009 300900 dm39Y36m 16 LOTdMEIML, GMIgEoE 939 39339538 ASCII 3m©do s
00035099600 MmO 3 4 x 4 4o6BMmTowgd0sb B ds@®mogo:

1 a n d |spce | o f | space 108 97 110 100
108 | 97 | 110 | 100 | 32 | 111 | 102 | 32 32 111 102 32

t h e |space | K a r t 116 104 101 32
116 | 104 | 101 | 32 | 75 | 97 | 114 | 116 75 97 114 116

309 3. do@®mo@gs B
B396L dogH Hobolifo® godmmazmowo N dos@@mogo:
-1 -2

2 -1

1 1 1 2

-1 1 2 -1
5309.4. Bs@Mogs N

A FsBHMopsl  3900M53egdm N oBMoisbg, Mol 99gaos3 doowgds olbgg 4 x 4

396BMmB0wgdosbo A1 FsBHMoEs. Fogdmwo Al FoGHMOEd 339938 256-0L IMEEI0D  ©d

39005339936 mM™md0m LobiEgdsdo:

-73 79 -59 89 183 79 197 89
-127 129 -140 131 129 129 116 131
-189 28 -188 -51 67 28 68 205

-70 100 -56 113 186 100 200 113

183 79 197 89 129 129 116 131

10110111 | 01001111 | 11000101 | 01011001 | 10000001 | 10000001 | 01110100 | 10000011
67 28 68 205 186 100 200 113
01000011 | 00011100 | 01000100 | 11001101 | 10111010 | 01100100 A 11001000 | 01110001
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3b5Mmy0mMo dgomom 3dmgdggdm B do@mogaby.

B396L dogH Hobolifo® asdmmzeowo M dos@®os:

3900533953L MmOMd00 LobEYdsdo:

1 1 1 2
-1 -2 -2 -2
2 -1 -2 2
-1 1 2 -1

3309.6. s@Hogs M
B 35@®0@ol 3506M53gd0 M 3s@®03sbg, Mol 89095053 9000qds olgg 4 x 4
396BMm3ogd0560 Bi BsBMo3s. d00gdmeo Bi 35@GMmoas ©oy39o3L 256-0l 8m©erom o

131 -96 -106 142 131 160 150 142

93 -260 -330 14 93 252 182 14

182 -161 -230 194 182 95 26 194

90 -117 -115 68 90 139 141 68

131 160 150 142 93 252 182 14
10000011 | 10100000 | 10010110 | 10001110 | 01011101 | 11111100 | 10110110 | 00001110

182 95 26 194 90 139 141 68
10110110 | 01011111 | 00011010 | 11000010 | 01011010 | 10001011 | 10001101 | 01000100

3309,.7. JsHMo@Es B1

4. 3580903305

393033305 ©530x3M0L JgdoMMbgdwo 36OHMm3gLos J30MgmEgbo goblbgsgzgdom. ©sdorzmol
OML 35dmygbgdo N s M s¢MoEol boggwsw 30496900 256-0b dmwyeroom 9906 bgd e,
d9L50530Ls N1 s M1 3s@M0E9OL. 2oLogdo M MJds vbs 0039 MBgds [9,10].

-1 2 -2 2 -2 -1 2 2
-2 -1 -2 -2 -2 -2 -1 -2
1 1 1 2 1 1 1 2
1 -1 2 -1 2 1 -1 -1
5309%.8. ds¢®o@3s N1 dsGHMois M
5. ©s1s33bs.

B396 d939bgon dbmerm 9o Mm3gMsEosl (B3gbl 8096 BmEoR0E0MYdMWL), GMIGEOoE3
9POY639gmgL oo Gadbdeb LHOIIOVYOOL 9BIIOVO ©Boergsl JogmmGgdugydo. B3gd
d900bg935d0 256 d0GH0sb 136 do@ds A9b0Es©s B3WOWds, o3 dogr0sh 3560 TggY0o.

5aMM0mIbY gMdgergds 3domds s obermgl bsbdo 93996905 Ledmeegds dobo Lvyen-
g4mz30¢0 bsboom Fo®Imppqbol.
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New Tweakable Block Algorithm
Levani Julakidze', Zurab Kochladze?, Tinatin Kaishauri!

1Georgian Technical University
Ivane Javakhishvili Thilisi State University
julakidzelevanO8@gtu.ge , zurab.kochladze@tsu.ge , t.kaishauri@gtu.geAbstract

Abstract

Modern cryptography is the cornerstone of computer and communications security. Its foundation is
based on various concepts of mathematics such as number theory, polynomial algebra, probability theory,
etc. In the paper, original method for construction of the new symmetric algorithm is presented and
described. In order to obtain the method the appropriate material has been elaborated on: symmetric
cryptosystem and tweakable block ciphers. In modern cryptography symmetric block ciphers, which are
constructed based upon the principles of the classic cryptography, are irreplaceable while transferring large
amounts of confidential information in the open channel. At the same time their capacities are limitless to
the extent that it is possible to use them for various cryptographic constructions. General fault of the ciphers
is their determination. In order to correct this fault today there are already existing so-called tweakable block
ciphers. This direction is the news of the modern cryptography. In our paper the problem of construction of
such cipher is overviewed by means of the Hill method. As it is known, Hill algorithm is one of the best
methods to achieve diffusion. General attention in the paper is driven to realization of Hill algorithm in the
way that, it is fast and presents necessary characteristic of the symmetric algorithm.

Keywords: cryptography. block cipher. Modified Hill's Algorithm.
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